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R

ecent legislative attempts to curb the growing scourge of identity theft may
in fact impose additional costs and responsibilities on small business owners.
Here’s a look at three significant developments:

1. RED FLAG RULES —
IMPLEMENTATION OF REGULATIONS DELAYED
This federal statute passed in October of 2007 requires those subject to the
law to implement written identity theft prevention programs to detect, prevent and
mitigate identity theft. Financial institutions generally were
required to comply with the Red Flag Rules implemented in
November of 2008, while others subject to the law were to
comply at a later date. In addition to financial institutions, the
statute applies to “creditors” defined as “any person or business
who arranges for the extension, renewal or continuation of
credit.”
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The proper scope of the Federal Trade Commission (“FTC”) regulations implementing the statute has
been the subject of much debate. While it has been relatively easy to agree that the statute was intended to
apply to car dealers, utility companies and phone companies, the FTC’s contention that it applies to any
business (like a doctor’s office or law firm) that does not require payment in full before rendering services, has
been less well received. The enforcement date of the regulations has been delayed to June 1, 2010.

2. NEW FEDERAL RULES

FOR

HEALTH INFORMATION

The American Recovery and Reinvestment Act of 2009 (“ARRA”), commonly known as the
“Stimulus Bill,” contains some provisions not directly aimed at stimulating the U.S. economy. Two such
provisions require certain holders of personal health information records and those subject to the Health
Insurance Portability and Accountability Act (“HIPAA”) to disclose when the security of individually
identifiable health information is breached. Highlights of the new regulations (to be promulgated and enforced
by the FTC in the case of personal health records and the Department of Health and Human Services in the
case of HIPAA) include:

PERSONAL HEALTH RECORDS – FTC
An electronic record of health information with respect to an individual
which identifies (or there is a reasonable basis to believe it identifies) the
individual
Applies to any vendor of a personal health record or a related entity and third
-party service providers to these vendors
Breach of security includes the acquisition of any unsecured identifiable
health information of an individual without authorization of that individual
Those vendors of Personal Health Records and PHR-related entities or their service providers
must notify any individual whose information was acquired in the breach and notify the FTC
The notification period begins on the first day of discovery of the breach or when it should
reasonably have been known to such vendor
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Notice to the FTC and media is required when there is breach of security of 500 or more residents in
the state or jurisdiction, and generally must be made no later than five (5) business days after the
discovery of the breach. If the breach involves unsecured PHR of fewer than 500 individuals, the
vendor may maintain a breach log and submit such log annually to the FTC
The notification to individuals and the media, if necessary, must be made “without unreasonable
delay” and in no case later than sixty (60) calendar days after discovery
The proposed regulation sets out methods of notice, both when it is notice to the individual, to the
FTC and to the media, and specific content for each of the forms of notices

HIPAA E NTITIES — HHS
HIPAA only applies to covered entities which are health plans, health care clearing houses, and health
care professionals who maintain health information in electronic form and electronic transmission.
The breach notification rules also apply to business associates, and they must report discovered
breaches to the covered entity.
Notification must generally be provided to the individual “without unreasonable delay” and in no
event later than sixty (60) days after discovery
Notification must always be provided to the Department of Health and Human Services if the breach
involves more than 500 individuals; if less than 500 individuals, a report must be filed on an annual
basis
In addition to notification to HHS, if more than 500 individuals are involved in the breach,
notification must be provided to prominent media outlets serving the respective area where the
individuals reside
ARRA increases the monetary penalties that could be applied to parties
who violate the notification provisions
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3. MISSOURI DATA BREACH NOTIFICATION STATUTE
GOES INTO EFFECT
On July 9, 2009, Missouri joined 44 other states (including all contiguous states except Kentucky) in
enacting what is commonly known as a “data breach notification statute.” Although the statutes vary from state
to state, their basic aim is to let people know if their personal
information has been compromised, so they can take action to prevent
identity theft. The classic example involves the theft of a laptop
containing the names, addresses and social security numbers of all of a
company’s employees. Data breach notification statutes require the
company to notify its employees that such security breach had
occurred.
Depending on the amount of personal information
compromised, this can be a huge expense – not to mention a public
relations nightmare.
The Missouri statute applies to “any person that owns or licenses personal information of residents of
Missouri or any person that conducts business in Missouri that owns or licenses personal information in any
form of a resident of Missouri.” The Missouri law’s definition of “personal information” is broader than many
statutes because, in addition to including unique identification numbers created or collected by a government
body (social security numbers, driver’s license numbers, etc.) and financial access information (bank account
numbers, credit card numbers, etc.), it also includes medical information and health insurance information.
In the event the security of such personal information is breached, the Missouri resident affected must
be provided a notification “without unreasonable delay” that includes (i) a description of the incident in general
terms, (ii) a description of the type of information obtained, (iii) a phone number the affected resident may call
for further information or assistance (if one exists), (iv) contact information for consumer reporting agencies,
and (v) advice to the resident to remain vigilant by reviewing account statements and monitoring free credit
reports. The statute goes on to specify the means of notification and exceptions to the general rules (there are
always exceptions). Failure to comply with the statute may expose you to an action by the Attorney General of
Missouri seeking actual damages and a civil penalty not to exceed $150,000 per breach of security.
Obviously, the best practice, regardless of the Missouri legislation, is to implement effective protocols
and procedures for handling personal information to reduce the risk of a security breach. If a resident’s
information is encrypted, redacted (no more than five digits of a social security number or four digits of a
financial account) or otherwise altered by any method or technology in such a manner that the name or data
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elements are unreadable or unusable, then a breach of security does not require notification because such altered
information is not considered “personal information” under the statute.
If your company experiences an event which may be considered a data breach, we
encourage you to contact either Jeb Bayer at jbayer@polsinelli.com or Tom O’Donnell at
todonnell@polsinelli.com, as compliance with the Missouri statute, not to mention other state’s
statutes and federal statutes which may apply, is complicated. For example, the new personal
health records and HIPAA rules discussed above may, in certain cases, pre-empt or alter the
requirements under the Missouri statute.
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The Corporate Law attorneys at Polsinelli Shughart PC represent more than 5,000
business entities throughout the United States and abroad. We understand first hand
both the challenges and rewards of growing from a startup to a mature business. We
have helped shape many of our clients’ paths to success over the years. As one of the
fastest-growing law firms in the nation, we have matured and prospered with our
clients. We make a concerted effort to try to understand our clients’ businesses and the
unique challenges of their particularly industry.
Our corporate attorneys often fill the role of “outside general counsel” to our clients,
offering experienced counsel on the wide variety of legal issues you confront
everyday. Our attorneys work hard to assemble the team of specialists who can address
all of a client’s legal needs as efficiently and cost-effectively as possible.
We build relationships with our clients, helping them develop and implement a variety
of strategies critical to their ultimate success.
To learn more about our services, visit us online at www.polsinelli.com.
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If you know of anyone who you believe would like to receive our e-mail updates, or if you would like to
be removed from our e-distribution list, please contact Sarah Blair via e-mail at sblair@polsinelli.com.

Polsinelli Shughart PC provides this material for informational purposes only. The material provided herein
is general and is not intended to be legal advice. Nothing herein should be relied upon or used without
consulting a lawyer to consider your specific circumstances, possible changes to applicable laws, rules and
regulations and other legal issues. Receipt of this material does not establish an attorney-client relationship.
Polsinelli Shughart is very proud of the results we obtain for our clients, but you should know that past
results do not guarantee future results; that every case is different and must be judged on its own merits; and
that the choice of a lawyer is an important decision and should not be based solely upon advertisements.
Polsinelli Shughart® is a registered trademark of Polsinelli Shughart PC.

About Polsinelli Shughart PC
With more than 470 attorneys, Polsinelli Shughart PC is a national law firm that is a
recognized leader in the areas of business litigation, financial services, bankruptcy, real estate,
business law, labor and employment, construction, life sciences and health care. Serving
corporate, institutional and individual clients regionally, nationally and worldwide, Polsinelli
Shughart is known for successfully applying forward-thinking strategies for both
straightforward and complex legal matters.
The firm can be found online at
www.polsinelli.com.
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